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The Netherlands

M.H.L. Hemmer & B.P. Woltering

1. LEGAL DEFINITION OF UNSTRUCTURED DATA

Despite the ever growing importance of data for the economy, there have been no
specific national legislative developments with regard to protection of non-personal
unstructured data since the introduction of the sui generis database right pursuant to
the European Directive 96/9/EC of 11 March 1996 on the legal protection of databases
(‘Database Directive’). In the Netherlands, there is no legal definition of unstructured
data, nor does data have a particular legal status.

2. PROPRIETARY RIGHTS IN UNSTRUCTURED DATA
a) Property Rights
i) Civil Law - Ownership Right

Under Dutch law ownership is the most comprehensive right that a person can have
in a tangible object that can be controlled by humans (in Dutch: ‘zaak’), as codified
in Article 5:1 juncto 3:2 Dutch Civil Code (DCC).

In light of the requirement that it must concern a ‘tangible’ object, it is consid-
ered not possible to qualify data (or unstructured data) as a ‘zaak’. As a consequence
one can also not have an ownership right in unstructured data. The impossibility
to have ownership rights in data is the common opinion among Dutch scholars.!
Although a data carrier, on which (unstructured) data could be stored, is tangible and
can be subject to ownership, the data on the actual data carrier cannot be owned.?

1. E. TjongTjin Tai, ‘Data in het vermogensrecht’, 149(7085) Weekblad voor privaatrecht,
notariaat en registratie (2015) pp. 993-998.
2. J.L. Naves, ‘Data in de rechtspraktijk’, 2 Computerrecht (2018).
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ii) Criminal Law

Dutch criminal law provides some interesting perspectives when it comes to the legal
qualification of intangible objects.

It is interesting that in Dutch criminal law certain acts such as theft, initially
could only relate to tangible objects, in Dutch criminal law defined as ‘goods’.
However, in case law an evolution has taken place over the years on the basis of
which the qualification of a ‘good’ under criminal law was broadened.

The Dutch Supreme Court® ruled (in 1921) that electricity qualified as a good,
although not tangible, reasoning that it had a certain existence/presence and was
indirectly visible (given that it could be sensed by a human by means of a shock),
represented a certain economic value, was controllable by humans, and could be
transferred and accumulated. In a later case the Dutch Supreme Court* (in 1982)
had to rule on whether bank money (scriptural money) could qualify as a ‘good".
The Dutch Supreme Court deemed that this was the case, although bank money -
unlike electricity - was not (indirectly) visible for humans. Of key importance for
this interpretation was the purpose that the criminal law served and that the bank
money represented (economic) value and bank money could only be controlled by
one person (unicity). This requirement of unicity caused the Dutch Supreme Court®
(in 1996) to reason that copying computer files could not qualify as theft of a ‘good’
since a theft of a unique good would imply that one who has actual control over
it necessarily loses it if another gains control over it which is not the case when a
computer file is copied.

iii) Criminal Law ‘Theft’ of Digital In-Game (Virtual) Items

Particularly noteworthy is a judgment from the Dutch Supreme Court in a criminal
matter in 2012. The Dutch Supreme Court (ECLI:NL:HR:2012:BQ9251) held that
under certain conditions digital items can be stolen. The case concerned the game
Runescape, which allowed players to acquire, trade and lose in-game (virtual) items.
In the physical world, two players had physically assaulted a third player and forced
him to login to Runescape after which they proceeded to rob him of his in-game
possessions (a mask and an amulet). After this assault these in-game items were no
longer in the digital inventory of the victim.

The Supreme Court ruled that given the circumstances of the case, the mask and
amulet were to be classified as a ‘good” and not simply as ‘data’. A key consideration
was that given the rules of the game Runescape, the mask and amulet had unicity:
they could only be in the possession of one account. The Supreme Court held that
the Court of Appeal was right to consider that ‘the victim had within the confines of
the game the ‘factual and exclusive possession’ over the amulet and mask and has
through the acts of the perpetrators lost possession of these objects’.

To date, in civil law there have been no similar developments in case law as
to ownership on intangible ‘things’.

3. Dutch Supreme Court 23 May 1921, NJ 1921, 564 (Elektriciteitsarrest).
4. Dutch Supreme Court 11 May 1982, NJ 1982, 583.
5. Dutch Supreme Court 3 December 1996, NJ 1997, 574.
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b) IP Rights
i) Copyright

Unstructured data as such will not be protected by an IP right such as copyright.

According to the Dutch Copyright Act (DCA) a copyright is the exclusive right
of the maker of a literary, scientific or artistic work to make the work public and to
reproduce it (Article 1 DCA). All literary, scientific or artistic works are eligible for
copyright protection.

A non-exhaustive list of categories of ‘works’ that accordingly could be protected
is provided in Article 10 DCA, which inter alia includes; books, brochures, newspapers,
periodicals and all other writings, dramatic and dramatico-musical works, drawings,
paintings, works of architecture and sculpture, other graphic works, photographic
works, film works, works of applied art, industrial designs and models, and computer
programs and preparatory materials.

Moreover, it is stipulated that generally any creation in the literary, scientific
or artistic domain, regardless of the manner or form in which it has been expressed
can qualify a work. The non-exhaustive list of works is based on Article 2(1) Berne
Convention.

1) Originality Requirement

As also follows from the Infopaq case of the ECJ (ECJ 16 July 2009, C-5/08), originality
is a requirement for copyright protection. First of all, a work should have an own
original character in the sense that it is not derived from another work. Secondly,
it should bear the personal stamp of the author (Dutch Supreme Court, 4 January
1991, NJ 1991/606 Van Dale v Romme).

The requirement that the work should bear a ‘personal stamp of the author’ in
principle will prevent unstructured data being eligible for copyright protection given
that this implies that a work must be created by humans.

2) Creation by Human

While the Copyright Act does not state that a work needs to be created by humans,
such a requirement follows from case law. The requirement of a ‘personal stamp of
the author’ implies that the work should be the result of creative human activity,
which involves creative choices as a result of which it can be considered a product
of human intellect. Accordingly, banal or trivial aspects that did not require creative
activity are not eligible for copyright protection (Dutch Supreme Court, 30 May 2008,
NJ 2008/556, Endstra-tapes).°

At least some degree of human creativity expressed in a specific work is
required. A certain style in which various works can be created cannot be protected
by copyright, nor will technical or objective results be protected. However, on the

6. Seealso Answer Dutch Group, AIPPI 2019 - 2019 Study Question - Copyright in artificially
generated works.
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other hand it is not required that the maker aimed at producing a coherent creation
that was consciously made in a specific way (Dutch Supreme Court, 30 May 2008,
NJ 2008/556, Endstra-tapes and Dutch Supreme Court, 28 June 1946, NJ 1946/712,
Van Gelder v Van Rijn). The originality as such should not follow from the intention
of the maker but from the work itself.”

The creation of (unstructured) data normally will not involve human activity or
generally no involvement of creative choice. For instance, a supermarket collecting
data on the use of a customer card will not involve any (creative) human activity.
Developing a record of its customers could involve human labour, however such a
creation will lack the involvement of creative choices. Hence, (unstructured) data
will normally not be eligible for copyright protection.®

ii) Database Rights

A database can be protected by both a sui generis database right and copyright. The
Database Directive is implemented into the Dutch Database Act, which contains the
sui generis right, and an amendment to the Dutch Copyright Act. Both the Copyright
Act and the Database Act offer protection to databases.

1) Protection of Databases under the Dutch Copyright Act

Article 10(3) of the Copyright Act stipulates that compilations can be protected by
copyright:

‘Collections of works, data or other independent materials arranged in a
systematic or methodical way and individually accessible by electronic or other
means, shall be protected as separate works, without prejudice to other rights in
the collection and without prejudice to copyright or other rights in the works,
data or other materials incorporated in the collection.

The criterion for protection is that of Article 3(1) of the Database Directive. A database
is protected by copyright if the database ‘by reason of the selection or arrangement of
its contents, constitutes the author’s own intellectual creation.’ The criterion has been
interpreted by the European Court of Justice (ECJ) in its 2012 judgment in Football
Dataco v Yahoo. According to the ECJ a database within the meaning of Article 1(2)
of the Database Directive is protected by copyright provided that ‘the selection or
arrangement of the data which it contains amounts to an original expression of the
creative freedom of its author’.’ As a consequence:

- ‘the intellectual effort and skill of creating that data are not relevant in order
to assess the eligibility of that database for protection by that right;

- itisirrelevant, for that purpose, whether or not the selection or arrangement
of that data includes the addition of important significance to that data; and

7. See also Answer Dutch Group, AIPPI 2019 - 2019 Study Question - Copyright in artificially
generated works.

8. J.L. Naves, ‘Data in de rechtspraktijk’, 2 Computerrecht (2018).

9. ECJ 1 March 2012, Case C-604/10 (Football Dataco v Yahoo), paragraph 45.
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- the significant labour and skill required for setting up that database cannot
as such justify such a protection if they do not express any originality in the
selection or arrangement of the data which that database contains.°

In general, the level of originality required by Dutch courts is low.

It is clear that unstructured data in itself cannot be copyright protected as a
database because such protection does not relate to the actual data itself but only
that the selection or arrangement of the data which it contains amounts to an original
expression of the creative freedom of its author.

2) Owner of Databases under the Dutch Copyright Act

Pursuant to Article 1 of the Copyright Act, the author of an original compilation
is the owner of the exclusive rights thereto. In case of a compilation of various
copyrighted works, the compiler is explicitly considered the author of the compilation
as a whole (Article 5(1) DCA). Where labour which is carried out in the service of
an employer consists in the making of certain works, the employer is considered
the author (Article 7 DCA). A public institution, an association, a foundation or a
company that communicates a work to public as its own, without naming any natural
person, is considered to be the author, unless it is proven that the communication
was unlawful (Article 8 DCA).

Under the Copyright Act, copyright passes by succession and is transferable
by assignment in whole or in part (Article 2(1) DCA). In addition, the owner may
grant a licence for all or part of the copyright (Article 2(2) DCA).

3) Protection of Databases under the Dutch Copyright Act

Third parties are prohibited from communicating a copyright protected compilation
to the public, including the making available of the compilation to the public, from
distributing copies of the compilation to the public (Article 12 DCA and Articles
3 and 4 of the InfoSoc Directive (2001/29)), and from reproducing a compilation
(Article 13 DCA and Article 2 of the InfoSoc Directive), subject to the limitations
laid down by law.

Again it is reiterated that the (unstructured) (individual) data itself will not be
protected but rather the selection or arrangement of such data.

4) Protection of Databases under the Dutch Database Act

Pursuant to Article 1(1)(a) of the Database Act a collection of data must meet the
following requirements in order to be protected by database law:

i) It is a collection of works, data or other independent elements;
ii) The works, data or elements are systematically or methodically organized;
iii) The works, data or elements are accessible separately by electronic means
or otherwise; and

10. Ibid., paragraph 46.
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iv) The obtaining, verification or the presentation of the contents of the database
testifies, qualitatively or quantitatively, to a substantial investment.

Re i) A collection of works, data or other independent elements

The requirement that a collection consists of ‘independent elements’ means that it
should concern elements that can be separated from each other without affecting
their independent informative content. The independent informative value of an
element extracted from a collection should be assessed in light of the value that the
information has for any third party interested in that element, and not in the light of
the value that this information has for a typical user of the collection. A stand-alone
element may also exist in a combination of data."

Re ii) Systematically or methodically ordered

Requirement (ii) aims to exclude unorganized information from the definition.

This requirement in itself seems to bar unstructured data from database
protection. However, if elements are not organized, the use of other means, such
as a search engine, may turn a collection of unorganized/unstructured data into a
protected database.

Re iii) Separately accessible

Requirement (iii) is fulfilled when the different parts of the database can be retrieved
individually.’? The (digital) database must be searchable in its entirety. The ECJ
emphasizes that there must be a ‘means’ to retrieve each of the elements making
up the database.!®

Re iv) Substantial investment

Discussions on the applicability of database law to a data collection usually focus on
the requirement under (iv) of a substantial investment. It is this investment that forms
the basis for database protection. The investment may consist of money, but also, for
example, of time and effort put into the database. The substantial investment must
relate to the obtaining, verification or the presentation of the contents of the database.

The concept of ‘investment in obtaining the content’ means that the investment
must relate to the means used to obtain existing elements and to collect them in
a database, and not to the means used to create those elements.' In the British
Horseracing case, for example, the question was whether an organizer of horseraces
was entitled to database protection on race schedules. The Court ruled that, inter
alia, the investments relating to the determination of the horses that were allowed
to participate could not be taken into account in the assessment of the substantial

11. CJEU 29 October 2015, Case C-490/14 (Freistaat Bayern v Verlag Esterbauer), paragraphs
17, 20, 22, 23 and 27, referred to by the Dutch Supreme Court in its judgment of 8 June
2018, ECLI:NL:HR:2018:856 (Pearson v Bdr).

12. Explanatory Memorandum to the Database Act, 1998/99, 26108, No. 3, p. 8.

13. ECJ 9 November 2004, Case C-444/02 (Fixtures v OPAP).

14. ECJ 9 November 2004, Case C-203/02 (British Horseracing Board v William Hill) and ECJ
9 November 2004, Case C-444/02 (Fixtures Marketing v OPAP) paragraph 40
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investment, since those investments related to the creation of the elements making
up the content of the database.

The term ‘investment in verifying the contents’ of the database refers to the
investment made in verifying the accuracy and completeness of the contents of the
database, both at the time it is set up and during its operation, in order to ensure
the reliability of the information contained in the database.’

The term ‘investment in the presentation of the contents’ of the database
refers to investments made with a view to the systematic or methodical arrangement
of the elements and the organization of their individual accessibility, but also to
investments in, for example, the user interface and the layout of the database, i.e.
its visible exterior.'®

S) Owner of Databases under the Dutch Database Act

The rights laid down in Article 2 of the Database Act are granted to the ‘producer’
of the database. The database ‘maker’ does not own any rights. Pursuant to Article
1(1)(b) of the Database Act, the producer is the person/organization bearing the
risk for the investment in the database. The Dutch legislator has explained that
this means that the factual manufacturer of a database is not the owner, but the
customer ordering the database, if this customer is the one bearing the risk."” It is
argued amongst Dutch legal scholars that this definition lays too much emphasis on
the financial investment criterion.®

6) Protection of Databases under the Dutch Database Act

Extraction is the temporary or permanent transfer of the content of all or part of a
database to another carrier (Article 1(1)(c) of the Database Act). It is not necessary
that there is actual technical ‘copying’. Also, for example, copying a database by
hand may be considered an extraction."

Re-utilization is making available to the public the content of all or part of a
database, in any form, by means of distribution of copies, rental, on-line transmission
or transmission in another manner (Article 1(1)(d) of the Database Act). The offering
or provision of a dedicated search engine that can search a database may also fall
within the scope of re-utilization under certain circumstances.?

The extraction or re-utilization of a ‘substantial part’ can be understood both
qualitatively and quantitatively. This shows that it is not so much the quantity of data

15. ECJ 9 November 2004, Case C-203/02, The British Horseracing Board v William Hill,
paragraph 34.

16. CJEU 9 November 2004, Case C-444/02, (Fixtures Marketing v OPAP), paragraph 34
and District Court of The Hague 22 February 2009, Media Forum 2009/10 (Autotrack v
Gaspedaal).

17. Explanatory Memorandum to the Database Act, 1998/99, 26108, No. 3, p. 2.

18. See J.H. Spoor, D.W.F. Verkade and D.J.G. Visser, Auteursrecht (Kluwer, Deventer 2019)
p. 809.

19. ECJ 9 October 2008, Case C-304/07 (Directmedia v University of Freiburg).

20. ECJ 19 December 2013, Case C-202/12 (Autotrack v Gas pedal).
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that is relevant, but its commercial value. According to the explanatory memorandum
to the Database Act, a ‘substantial part’ is deemed to have been extracted if such
a part is extracted that the user thereby benefits substantially from the commercial
value of the database or causes substantial damage to the database producer.

‘Quantitatively’ refers to the amount of data extracted or re-utilized in relation
to the total size of the database. ‘Qualitatively’ refers to the size of the investment
made in the obtaining, verification or presentation of the specific part of the database
which is extracted or re-utilized, even if that part is negligible in quantitative terms.?
From a human, technical or financial point of view, even such a part may represent
a substantial investment. It should be noted that the intrinsic economic value of
the individual elements of the database is irrelevant. For example, a current share
price may have a high economic value, that does not mean that it is a qualitatively
substantial part of the database.?

The acquisition of a qualitatively or quantitatively non-substantial part may
also infringe a database right. This is the case if non-substantial parts of the contents
of the database are repeatedly and systematically extracted or re-utilized. Such
repeated and systematic extraction or re-utilization must be contrary to the normal
exploitation of the database or cause unjustified damage to the legitimate interests
of the producer of the database. The decisive factor here is whether the database is,
as it were, reconstructed (to a substantial extent).*

The producer of the database is then in danger of losing exploitation proceeds.
This deprives the producer of income which can cover the costs of his/her investment
in the database.” Repeated and systematic extraction or re-utilization of non-sub-
stantial parts which are then immediately erased are not covered by this criterion.2®
In that case, there is no cumulative effect and there is no reconstruction of all or a
substantial part of the contents of the database.

Note that the producer of a database cannot prohibit, on the basis of his sui
generis right, the manufacture of a similar database by a third party who does not use
data from the producer’s database, since in that case no extraction or re-utilization
would be involved. The producer may have cause of action based on copyright.

In addition, Article 5a of the Database Act provides that the person who bypasses
effective technical provisions, and who knows or can reasonably be expected to know
this, is acting unlawfully. Furthermore, Article 5b Database Act prohibits the removal
or modification of electronic information concerning the management of rights and
the distribution, entry, etc. of databases that have been removed or modified in an
unauthorized manner. This provision applies only to electronic information.

21. Explanatory Memorandum II 1997-1998, 26108, No. 3, p. 10.

22. ECJ 9 November 2004, Case C-203/02 (BHB v William Hill) paragraphs 71 and 72.

23. J.H. Spoor, D.W.F. Verkade and D.J.G. Visser, Copyright, Neighbouring Rights and Database
Right (Kluwer, Deventer, 2019) p. 817.

24. ECJ 9 November 2004, Case C-203/02 (BHB v William Hill) paragraph 87.

25. ECJ 19 December 2013, Case C 202/12 (Autotrack v Gaspedaal) paragraph 41.

26. ECJ 9 November 2004, Case C-203/02 (BHB v William Hill) paragraphs 90 to 94.
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iii) Copyright — Historical Protection for Non-Original Writings

In light of the originality requirement in copyright law it is noteworthy that the
Copyright Act traditionally protected so called non-original writings, beings texts,
compilations of data and other information products expressed in alpha-numerical
form, that did not meet the test of originality. This regime was a remnant of an
eighteenth-century printer’s right.”

Typical examples of non-original writings include telephone directories,
address books and TV guides. These non-original writings did not enjoy the full
scope of copyright protection. Basically it protected non-original writings against
literal reprinting and reproductions which showed minor changes compared to the
reproduced writing.

The protection for non-original writings existed in addition to database rights.
Databases that qualify for sui generis protection would not be (cumulatively) protected
as non-original writings. As a consequence, producers of databases that did not meet
the ‘substantial investment’ criterion of the sui generis right enjoyed the much longer
copyright term of protection, which applies to non-original writings.

The survival of the Dutch quasi-copyright in non-original writings basically
functioned as a ‘safety net’ for databases that did not meet the ‘substantial invest-
ment’ test. Databases were protected under a variety of legal regimes: ‘copyright for
original databases, database right for databases that reflect substantial investment,
and quasi-copyright for non-original alphanumerical databases that lack substantial
investment.?

Based on ECJ Football Dataco v Yahoo,* the Dutch Supreme Court® ruled in 2014
that the protection of non-original compilations in the Copyright Act was contrary to
the maximum harmonization in the Database Directive. Protection of non-original
writings was subsequently removed from the Copyright Act on 1 January 2015.

c) Patent Rights

Unstructured data will also not be protected by patent right.

Under the Dutch Patent Act 1995 (DPA), patents are granted for inventions.
Patent law has a completely different object of protection compared to for instance
copyright. It does not protect the form/appearance of information, but its technical
and commercial application (the invention).

It is noted that patent law stimulates access to information. Patent protection
will only be granted for a limited period of time (20 years under the DPA), after
which the invention falls within the public domain and everybody is allowed to use

27. P. Bernt Hugenholtz, ‘Chronicle of The Netherlands, Dutch copyright law, 1995-2000’,
RIDA (January 2001).

28. Ibid.

29. ECJ 1 March 2012, Case C-604/10 (Football Dataco v Yahoo).

30. Dutch Supreme Court 17 January 2014, ECLI:NL:HR2014:88 (Ryanair v PR Aviation).
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the technology. In addition, control over information is in practice lost by making
knowledge publicly available through publication of the patent.

i) Requirements

An invention is required to be new, involve an inventive step, and to be susceptible
of industrial application (Article 2 DPA).

An invention is only novel if it does not form part of the state of the art available
to the public by means of a written or oral description, by use, or in any other way,
before the date of filing. Novelty is missing where a single item of the state of the
art contains the elements of a claim in the application and enable the person skilled
in the art to practise the technical teaching which is the subject of the document,
taking into account also the general knowledge at that time in the field to be expected
of the person skilled in the art.

To be patentable, an invention must involve an inventive step. An invention
is considered to involve an inventive step if it is not obvious to the person skilled
in the art taking account the state of the Article The ‘problem-solution” approach is
used to determine whether an inventive step is present in a claimed invention. The
invention must provide a technical solution to a technical problem.

Lastly, the invention must relate to a technically demonstrable functioning
product or production process. It must be possible to actually manufacture the new
invention.

In light of these requirement for patent rights, ‘unstructured data’ as such will
not qualify as an ‘invention’ that can be protected under a patent right. In theory,
‘unstructured data’ - in a fashion of research data - could be used as basis for an
invention, showing new insights leading to for example novelty, but not be the
invention itself.

ii) Derivative Products

An interesting angle in relation to unstructured data and patent rights relates to a
patented process. A patent can confer on its owner the exclusive right over a patented
product or a patented process. As to a patented process the owner has the exclusive
right, inter alia, to “use the patented process in or for his business or to use, put on
the market, or resell, hire out or deliver the product obtained directly as a result
of the use of the patented process or otherwise deal in it in or for his business, or
to offer, import or stock it for any of those purposes’ (Article 53(2) DPA). Hence,
exclusive rights are granted to the products that are obtained through a patented
process (derivative product protection).

Suppose a patented process would produce ‘unstructured data’, would said
data be protected as a derivative?

31. J. Drexl, ‘Data Access and Control in the Era of Connected Devices’, Study on Behalf of
the European Consumer Organisation BEUC, p. 31 http://www.beuc.eu/publications/
beuc-x-2018-121_data_access_and_control_in_the_area_of_connected_devices.pdf.
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This seems unlikely, since the concept of a ‘product’ in the DPA is treated as
being a tangible object. Any such protection in any case would only become relevant
where the patented process (resulting in the derivative) is used without the consent
of the patent holder.

3. CONTROL OVER DATA BY CONTRACT INCLUDING BOUNDARIES
FOR CONTRACTUAL RULES

Dutch law adheres to the doctrine of freedom of contract. Freedom of contract means
that parties may, within the bounds of the law, freely enter, or choose not to enter,
into contracts.

The party factually in control of (unstructured) data has the possibility to
impose specific obligations upon its contractual partner in order to control access
to, and use and dissemination of (unstructured) data. This can be done in general
and/or by means of general terms and conditions. Typically, one could stipulate the
conditions for access and use (limited to a specific purpose and/or limited in time)
and stipulate rules as to whether or not the (unstructured) data may be shared with
others and/or should be kept confidential.

4. OTHER FORMS OF LEGAL PROTECTION CONTROLLING ACCESS TO,
AND USE AND DISSEMINATION OF UNSTRUCTURED DATA

a) Trade Secrets

Unstructured data could be protected under the EU Trade Secrets Directive which
is implemented in the Netherlands under the Trade Secrets Act (Wet bescherming
bedrijfgeheimen).

The Trade Secrets Directive and Trade Secrets Act lay down rules on the
protection against the unlawful acquisition, use and disclosure of trade secrets.

i) Requirements

The definition of a trade secret is flexible. A trade secret is defined as ‘information’ that
complies with the following cumulative requirements (Article 1 Trade Secrets Act):

a) itis secret in the sense that it is not, as a body or in the precise configuration
and assembly of its components, generally known among or readily accessible
to persons within the circles that normally deal with the kind of information
in question;

b) it has commercial value because it is secret;

c) it has been subject to reasonable steps under the circumstances, by the
person lawfully in control of the information, to keep it secret;

One of the aims of the Trade Secrets Directive is to establish a homogenous defini-
tion of a trade secret without restricting the subject matter to be protected against
misappropriation.

239



Law of Raw Data

According to the considerations, the definition was therefore constructed so as
to cover know-how, business information and technological information ‘where there
is both a legitimate interest in keeping them confidential and a legitimate expectation
that such confidentiality will be preserved’.? In addition, such know-how or infor-
mation should have an actual or potential commercial value. The consideration as
to when know-how or information has a ‘commercial value’ is linked to the interests
of the person lawfully controlling it and whether his/her interest could be harmed in
case of misappropriation. Specific examples of know-how or information having a
commercial value include ‘where its unlawful acquisition, use or disclosure is likely
to harm the interests of the person lawfully controlling it, in that it undermines that
person’s scientific and technical potential, business or financial interests, strategic
positions or ability to compete’.®?

The Trade Secrets Directive considers that the definition of trade secret excludes
‘trivial information and the experience and skills gained by employees in the normal
course of their employment, and also excludes information which is generally known
among, or is readily accessible to, persons within the circles that normally deal with
the kind of information in question.’3*

The definition of a trade secret is deemed flexible enough to also cover data
whose commercial value only arises from the possibility to discover valuable
information through the means of big data analytics.*

ii) No Ownership

It is emphasized that the person entitled to the trade secret is ‘the natural or legal
person controlling the trade secret’. The holder of the trade secret does not ‘own’ the
underlying information. This is just one of the differences between the protection
as a trade secret compared to protection as an intellectual property right. The Trade
Secrets Directive also describes its protection as a ‘complement’ or an ‘alternative’
to intellectual property rights.*® The Trade Secrets Directive and Trade Secrets Act
are considered less intrusive instruments for protecting data than the sui generis
database right or any potential data ownership right.

The Trade Secrets Directive explicitly stipulates ‘the provisions of the Directive
should not create any exclusive right to know-how or information protected as trade
secrets’.?® That a trade secret is not ‘owned’ by its holder is illustrated in various
articles of the Trade Secrets Act, inter alia:

32. Trade Secrets Directive, consideration (14).

33. Trade Secrets Directive, consideration (14).

34. Trade Secrets Directive, consideration (14).

35. J. Drexl, ‘Data Access and Control in the Era of Connected Devices’, Study on Behalf of the
European Consumer Organisation BEUC, pp. 11 and 96 http://www.beuc.eu/publications/
beuc-x-2018-121_data_access_and_control_in_the_area_of_connected_devices.pdf.

36. Trade Secrets Directive, consideration (2).

37. . J. Drexl, ‘Data Access and Control in the Era of Connected Devices’, Study on Behalf
of the European Consumer Organisation BEUC, p. 91 http://www.beuc.eu/publications/
beuc-x-2018-121_data_access_and_control_in_the_area_of_connected_devices.pdf.

38. Trade Secrets Directive, consideration (16).
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Atrticle 3 Trade Secrets Act

Acquisition of a trade secret shall not be considered unlawful when the trade
secret is obtained by any of the following means:

a) independent discovery or creation;

b) observation, study, disassembly or testing of a product or object that has
been made available to the public or that is lawfully in the possession of
the acquirer of the information who is free from any legally valid duty to
limit the acquisition of the trade secret; ...

If another person makes a parallel and independent discovery, the holder of the trade
secret cannot prevent this person from using this information.?’ Reverse engineering
is allowed for the purpose of acquiring the trade secret. According to the Trade Secrets
Directive the purpose of such a provision is to serve the interest of innovation and
to foster competition.*°

The Trade Secrets Directive, as well as the Trade Secrets Act, refrain from
stipulating any ‘rights’ of the holder of the trade secret. Rather, they distinguish
lawful and unlawful conduct in form of acquisition, use and disclosure of a trade
secret. In case of unlawful conduct, various remedies are available to the person
entitled to the trade secret.*

iii) Means of Protection

The acquisition of a trade secret without the consent of the trade secret holder shall
be considered unlawful, whenever carried out by:

a) unauthorized access to, appropriation of, or copying of any documents,
objects, materials, substances or electronic files, lawfully under the control
of the trade secret holder, containing the trade secret or from which the trade
secret can be deduced;

b) any other conduct which, under the circumstances, is considered contrary
to honest commercial practices. The use or disclosure of a trade secret shall
be considered unlawful whenever carried out, without the consent of the
trade secret holder, by a person who is found to meet any of the following
conditions:

i) having acquired the trade secret unlawfully;
ii) being in breach of a confidentiality agreement or any other duty not to
disclose the trade secret;
iii) being in breach of a contractual or any other duty to limit the use of the
trade secret.

The acquisition, use or disclosure of a trade secret shall also be considered unlawful
whenever a person, at the time of the acquisition, use or disclosure, knew or ought,

39. Trade Secrets Directive, consideration (16).

40. Trade Secrets Directive, consideration (16).

41. J. Drexl, ‘Data Access and Control in the Era of Connected Devices’, Study on Behalf of
the European Consumer Organisation BEUC, p. 96 http://www.beuc.eu/publications/
beuc-x-2018-121_data_access_and_control_in_the_area_of_connected_devices.pdf.
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under the circumstances, to have known that the trade secret had been obtained
directly or indirectly from another person who was using or disclosing the trade
secret unlawfully.

The production, offering or placing on the market of infringing goods, or the
importation, export or storage of infringing goods for those purposes, shall also be
considered an unlawful use of a trade secret where the person carrying out such
activities knew, or ought, under the circumstances, to have known that the trade
secret was used unlawfully.

b) Tort Law

If no contractual relationship exists, it is possible, depending on the specific circum-
stances of the case, that a claim can be made based on tort law to prohibit the use of
the data that was unlawfully acquired. In most cases it will be at least required that
the party using the information is aware that the information was disseminated in
breach of a contract. It is conceivable that a wrongful act is based on the violation
of a provision of the Criminal Code. Under the Dutch Criminal Code for example
the ‘intentional and unlawful intrusion in one’s automated work or in part thereof’
(hacking) is an offence.*

5. GENERAL LEGAL RULES ON ACCESS TO DATA

The Dutch competition laws do not have specific rules on access to data or un-
structured data. More generally, abusing a dominant position is prohibited under
Dutch competition law and European Competition Law. Whether a refusal to grant
a licence for unstructured data will be regarded as abuse under Dutch competition
law will depend on the circumstances of the case. Taking advantage of a dominant
position is not abuse per se. In addition, enforcing an intellectual property right will
be regarded as abuse only in exceptional circumstances.

In the literature relating to access to data under competition law on an EU
level, further issues are identified as effectively applying the competition law in
relation to access to data - which mutatis mutandis also will pose an issue under
Dutch competition law.

An abuse can only be argued if the data holder holds a dominant position. As
to the data economy, market definition and the assessment of dominance can be
particularly difficult.®* This will only prove more difficult in relation to unstructured
data. A second hurdle is that the refusal to deal (license) has to constitute an abuse.
Following the ECJ Bronner* case, such an abuse requires that what is refused to
be supplied is ‘indispensable’, thereby preventing another from competing in a

42. J.L. Naves, ‘Data in de rechtspraktijk’, 2 Computerrecht (2018).

43. J. Drexl, ‘Data Access and Control in the Era of Connected Devices’, Study on Behalf of
the European Consumer Organisation BEUC, p. 37 http://www.beuc.eu/publications/
beuc-x-2018-121_data_access_and_control_in_the_area_of_connected_devices.pdf.

44. ECJ 26 November 1998, Case C-7/97 Bronner [1998] ECR 1-7791 = ECLI:EU:C:1998:569.
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downstream market.** According to this strict test, an input will not be considered
indispensable if there are no ‘technical, legal or even economic obstacles capable of
making it impossible, or even unreasonably difficult’ to duplicate the resource. The
individual data as information will often be publicly accessible and can simultane-
ously be collected by others. In principle there is little from preventing a competitor
(of the holder of the unstructured data) to collect and store information in a digital
format, which makes the information retrievable and treatable.*

6. SPECIFIC RULES FOR SPECIFIC DATA

a) Public Sector Information

The Netherlands has implemented a Law on the Re-use of Public Sector Information
(Wet hergebruik overheidsinformatie) pursuant to Directive 2013/37/EU amending
Directive 2003/98 on the re-use of public sector information.

b) Access to Public Sector Information

Based on the Law on the Re-use of Public Sector Information anybody can file a
request for the re-use of specified information. It is not required to have a specific
interest in the information. Some information is excluded such as information with
regard to which third parties own an IP right and information from educational and
research institutions.

c) Health Data

Under Dutch law, there is no tailored legislation or case law addressing the question
of whether, and if so to what extent, health data is protected by IP rights.

For this purpose we consider ‘health data’ to be data generated and/or collected
in connection with medical treatment or medical research (such as clinical trials).

In the context of medicinal products, Directive 2004/27/EC and Regulation
726/2004 provides rules regarding the dossiers (including clinical trial data) filed
by a party with the marketing authorization authority for the purpose of obtaining
a marketing authorization. Under these rules the dossier is not accessible for third
parties during an eight-year period (the data exclusivity period). Thereafter the holder
of the dossier is in principle obliged to release the dossier to companies wishing to
develop generic versions of the medicinal product.

In the particular context of clinical trials, additional regulations apply, primarily
pursuant to EU law, i.e. Regulation 726/2004/EC, Directive 2003/63/EC and the EMA
Guideline on the content, management and archiving of the clinical trial master file

45. J. Drexl, ‘Data Access and Control in the Era of Connected Devices’, Study on Behalf of
the European Consumer Organisation BEUC, p. 37 http://www.beuc.eu/publications/
beuc-x-2018-121_data_access_and_control_in_the_area_of_connected_devices.pdf.

46. Ibid.
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(paper and/or electronic).*” The EMA Guideline contains wording that suggests that
there is such thing as an owner of clinical trial data.*® The concept of such ownership
is, however, not further addressed, except that the EMA Guideline seems to assume
that the owner of the clinical trial data would be the sponsor of the clinical trial.

d) Access to Health Data

Under Dutch law there is no tailored legislation or case law addressing the question
of whether, and if so to what extent, health data can be accessed (other than in the
context of personal data).

In the particular context of clinical trials, the EMA, in accordance with EU law
(as referred to above), has set out a policy on the publication of clinical data.* The
policy follows the line of an EU Regulation on clinical trials which has been adopted
but yet has to enter into force.®® The main principle laid down by the EMA is that
clinical trials data are made available to the public through a publicly accessible
database, subject to (i) personal data, and (ii) commercially confidential informa-
tion. In two recent rulings,” the Court of Justice (EU) has confirmed that based
on Regulation 1049/2001/EC (concerning the public access to documents) and the
EMA’s own policy, clinical trial reports cannot as such be considered commercially
confidential information.

47. https://www.ema.europa.eu/en/documents/scientific-guideline/guideline-content-
management-archiving-clinical-trial-master-file-paper/electronic_en.pdf.

48. See inter alia Directive 2003/63/EC, 5.2 under c; Guideline, p. 15 and chapter 6.4.

49. https://www.ema.europa.eu/en/documents/other/european-medicines-agency-poli-
cy-publication-clinical-data-medicinal-products-human-use_en.pdf.

50. Regulation (EU) No. 536/2014 of 16 April 2014 on clinical trials on medicinal products for
human use, and repealing Directive 2001/20/EC.

51. C-175/18 (PTC Therapeutics International Ltd v EMA) and C-178/18 (MSD Animal Health
v EMA).
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